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Requirements

CodeMeterAct is an activation-based licensing system integrated in CodeMeter starting with
Version 4.0. For testing CodeMeterAct you will need:

=1 a CodeMeter SDK (Software Development Kit) 4.0 or higher
=1 an FSB (Firm Security Box) with activation for CodeMeterAct

=1 two license files for CodeMeterAct

1.1 CodeMeter SDK

CodeMeterAct is based on the concept of the CodeMeter licensing system, proven and field-
tested for more than 5 years. Unlike the traditional CodeMeter System, where the licenses are
stored in the hardware, i.e. the CmStick, licenses in CodeMeterAct consist of computer-bound
license files requiring “activation”.

The CodeMeter Runtime Server (CodeMeter.exe) Software
at the heart of CodeMeter and CodeMeterAct, is a
universal license manager available for Windows,

Mac OS X, Linux, and Sun Solaris. :
ac nux, and sun ans CodeMeter License Server

The CodeMeter Runtime Server handles your
licenses whether they are stored in a CmStick, or

saved to a license file. Dongle

In doing so, license files are displayed as a virtual
CmsStick. And automatically all features of

CodeMeter are also available for CodeMeterAct.
Please request the CodeMeter SDK 4.0, or

download the software from our website.

1.2 FSB activation

In order to create licenses for CodeMeterAct you will need an FSB (a specially programmed
CmStick, the Firm Security Box). An FSB for CodeMeter is included in the standard SDK. This
FSB is already activated for CodeMeter but not for CodeMeterAct. In case you do not have a
SDK with a CodeMeterAct enabled FSB, we are able to transfer the CodeMeterAct license to
you for changing any CmStick into the appropriate FSB.
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1.2.1 Creation of the license request file —

CodeMeter Control Center.

Open the CodeMeter Control Center. In case several CmSticks are connected, please select

the favoured one, and click on “License Update”.

© CodeMeter Control Center

File

Process  Yiew

License | Ewvents |

Help

CodeMeter SDK
1-1243615

Mame

Serial:

‘ersion

Capacity

Status

: CodeMeter SDK

1-1243615

€ Q9 &

i CmStickM 1.14.704

| 92 % free (55208 Bytes)

o) @Disabled

O | Enabled until unplugged

@® @ Enabled

[License Update] [

Eject ] [Change Password]

CodeMeter is started.

CodeMeter SDK

For this activation please send us a license request file. You create this file by using the

Figure 1: CodeMeter Control Center

Now the CodeMeter Field Activation Service (CmFAS) Assistant opens.

C CmFAS Assistant

3

Welcome to the CmFAS Assistant!

The CodeMeter Field Activation Service (CmFAS) assistant helps vou adding,
changing and deleting licenses from the license management system CodeMeter.

Wifith the CrFAS assistant wou can create license request files, which you can send
ta the producer of the software by email, ¥ou can also import the received license
update files with the CmFAS assistant into the license management and create a

receipt of the import for the producer.

= Back. [ Mext = ] ’ Help J

Figure 2: CodeMeter Field Activation Service (CmFAS)
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Please select “Create license request”.

€ CmFAS Assistant E”E

Please select the desired action

@ Create license request

Chonse this option if vou want to create a license request file in order to send it
to the producer of the saftware.

) Import license update

Choose this option, if you received a license update file from the software
producer and wank ko import this file,

O Create receipt

Chonse this option if vou want ta confirm the successful import of a license
update File for the software producer.

[ < Back ][ Mext = J[ Help ]

Figure 3: CmFAS - Creating license request

If you already use a CmStick which has been previously programmed as an FSB, please select
“Extend existing license” in the subsequent step. This is because you already have a

CodeMeter license, and need to extend it using CodeMeterAct.

€ CmFAS Assistant E”EJ

Please choose an option for the license request

(%) Extend existing license

Chonse this option if vou want to change an existing license or to add new
licenses to an existing license of the same producer.

) Add license of a new producer

Choose this option if vou want to add a new license and there are no licenses
from this producer in the selected license container.

[ < Back ]L Mext = ]l Help J

Figure 4: CmFAS — Extending existing license
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Please select FIRM CoDE 99 in the next dialog.

€ CmFAS Assistant E”E

Please choose the producer

[ Cm-Callectar {12)

[ C-Trader (11)

[FIFirm Security Box Ttem (997
Test Firma CrmFAS (100

Select the software producer ko which wou want ko send the license request file, The
producer will only see the data which wou select here. So you can ensure that the
producer doesn't see which other licenses from other suppliers yvou have.

[ < Back JL Mext = J[ Help ]

Figure 5: CmFAS - Selecting of F IrRmM CoDE (99)

Now specify where to save your licence request file. Please save it, and send it by email to
sales@wibu.de or support@wibu.us.

C* CmEAS Assistant E”E

Please select the file name

| CH\Licensesh1-1243615. WibuCmRaC |

Select a file name For skoring the license requast File file, Then click on ‘cammit’ ta
create the File, You can then send this file to the producer by email,

[ < Back. ][ Commit ][ Help

Figure 6: CmFAS — Selecting file name of license request file

1.2.2 Creation of the license request file —any = CmStick

In case you want to use a CmStick which is not yet an FSB, then select “Add license of a new
producer” instead of “Extend existing license” in the dialog “Option for the license request”
(see Figure 3: CmFAS — Creating license request). The new producer in this example is WIBU-
SYSTEMS AG.
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€ CmFAS Assistant E”E

Please choose an option for the license request

() Extend existing license

Choose this option if wou want to change an existing license or to add new
licenses to an existing license of the same producer.

() Add license of a new producer

Chanse this aption if vou wank to add a new license and there are no licenses
fram this producer in the selected license container.

[ < Barck Jl Mexk = J[ Help

Figure 7: CmFAS — Adding a license of a new producer

Please enter 99 as FIRM CODE 99 in the next dialog.

& CmFAS Assistant

Please enter the FirmCode

[ |

Please enter the FirmCode which the producer told you.

[ < Back ][_ Mext = J[ Help

Figure 8: CmFAS - Entering F IRM CoDE (99)

In the next dialog specify the name and the location of the license request file (see Figure 6:
CmFAS — Selecting file name of license request file). Please send us this file by email.
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1.2.3 Importing the license update file

Matching your CmStick, we create a custom license update file for you. It activates your
CmStick as an FSB for CodeMeterAct. Save this licence update file (*.WibuCmRaU) to your PC,
and restart the CmFAS Assistant.

In CmFAS Assistant select “Import license update”.

€ CmFAS Assistant E”E
Please select the desired action
O Create license request

Choase this aption if vou wank to create a license request file in order to send it
to the producer of the software.

#) Import license update

Choose this option, if wou received a license update file from the software
producer and want ko import this File,

O Create receipt

Choose this option if wou want to confirm the successful import of a license
update file For the software producer.

[ < Back ][ Mext = ][ Help

Figure 9: CmFAS - Importing license update

In the next dialog specify name and location of the license update file you received.

€ CmFAS Assistant @lgj

Please select the file name

| C:\Licensest 11243615, WibuCmR aU [

Select a file under which the license update file is stored on vour computer. Then click,
on ‘commit’ ta import the new licenses,

[ < Back ][ Carnmit J[ Help

Figure 10: CmFAS - Selecting license update file

Click on “Commit” and your CmStick is activated as an FSB for CodeMeterAct.

Please note that the way we transferred the CodeMeterAct license into your CmStick matches
the way you later transfer your CodeMeter and CodeMeterAct licenses to your customers.

1.3 License files for CodeMeterAct
Now you simply need two more license files to start CodeMeterAct.

=1 “CmActFirm-5010.wbc” represents the license file between WIBU-SYSTEMS AG and
you. It holds your FIRM CODE, i.e. in this case 5010. This file is analogous to the
“CmFirm.wbc” found in the CodeMeter SDK you already have (holding the FIRM CODE
10).
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=1 “CmACctFI-5010.wbb” represents an empty template of the license file you create for your
customer. Again it holds the FIRM CoDE 5010. This file exists for CodeMeterAct only and
not for CodeMeter. It corresponds to an empty CmStick.

When - after testing - you decide to use CodeMeterAct to license your software, you will receive
a unique FIRM CoDE. The FIRM CoDE 5010 is a “public” test code available for all customers, and
will not guarantee any security. Anyone who has a CodeMeter SDK including the activation of
CodeMeterAct is able to create licenses using the FIRM CoDE 5010.

Import both license files by saving them from the email to your PC. Then drag & drop both files
on the CodeMeter Control Center.
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Protecting an application with

AxProtector is a tool which subsequently encrypts a
compiled application (Windows application, Windows
library, .NET assembly, Mac OS X application or Java
application) and provides secure protection against
piracy, tampering and reverse engineering. With
AxProtector you can easily integrate the protection into
your application — with no programming knowledge
required.

You simply select the application to be protected and
encrypt it with AxProtector. AxProtector independently
inserts code into your application which decrypts the
encrypted parts at runtime.

Next to the decryption, this code also holds integrity
checks of the application and detection mechanisms
for typical hacker tools. In the event hacker tools are

AxProtector

Choose project type!

Standard l Advanced ]

Wy
oy 32

Windows 32-bit exe or Windows B4-bit exe or

dl
By

NET

MNET azsembily

s

~Java

Java application
[iar-file])

X

A,
"‘gd

dil

%3 C

Mac 05 * application

Help

detected AxProtector immediately initiates counter-measures.

You will find AxProtector in the CodeMeter Licensor Center. CodeMeter Licensor Center holds
all the tools you will need to integrate CodeMeter and CodeMeterAct.

Figure 11: CodeMeter Licensor Center

After starting AxProtector, please select the project type (see Figure 11 above).
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In the next input window, please specify the name of the application you like to protect. You can
test with either a small “HelloWorld” sample application or with Windows Notepad.

Figure 12: AxProtector — File to protect

AxProtector automatically suggests saving the protected application to the subdirectory
“protected”. However, you are also able to select any alternative location.
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The next input window allows you to configure the license used. AxProtector supports
CodeMeter and CodeMeterAct. If you installed the CodeMeterAct SDK, i.e. you imported the file
“CmActFirm-5010.wbc”. The dialog offers you a checkbox for CodeMeterAct. In case this
checkbox is not displayed, please re-import the “CmActFirm-5010.wbc” file (see 1.3 License
files for CodeMeterAct) and restart AxProtector.

Figure 13: AxProtector — License configuration

For testing CodeMeterAct please enter FIRM CobeE 5010 and ProbucT Cobe 13. This will
prevent you from using any valid (and valuable) transactions you may have purchased
separately.

The FIRM CODE is assigned by WIBU-SYSTEMS. This way, WIBU-SYSTEMS makes sure that
your FIRM CODE is unique. Your FIRM CODE is saved in your FSB. FIRM CoDE 5010 is a test code
for CodeMeterAct.

You are free to select any PRoDUCT CODE of your choice. The PrRoDUCT CODE allows you to
activate separate products, or separate modules within a product. In a CmStick you are able to
simultaneously activate up to 3,800 separate PRobUCT CODES. A CodeMeterAct license file may
hold any number (theoretically: an infinite number) of activations.

If you want to protect an application with both CodeMeter and CodeMeterAct, then mark both
checkboxes. Please use FIRM CoDE 10 and ProbucT CODE 13 when activating CodeMeter. A
license with these options is already part of the CmStick shipped with the SDK. With both boxes
checked, the protected application will optionally run with either a dongle or a machine bound
license file.

Simply knowing the FIRM CobDeE and PRrRobucT Cobte will not allow a hacker to break the
software’s encryption. The FIRM CODE and the PRoDUCT CODE are the visible parts of a
CodeMeter or CodeMeterAct license. In addition to these codes, a license holds secret,
unreadable keys (in the case of CodeMeterAct, these keys are encrypted and stored in a
license file).

Make sure your FSB is connected to the PC.

Please confirm the following input windows with “Next >", and in the final input window click on
“Finish”. Now your software is encrypted (and protected) with CodeMeterAct.
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The input windows you skipped above provides detailed settings for the automatic protection.
Here you are able to configure, for example, whether and how to check a license at runtime,
whether a license is searched for within a network, and how to handle user and error messages.
For more details please consult the Developer Guide.

The encryption of the software may take a few seconds. This is due to the fact that several (by
default 256) sequences are created by the FSB from which one is randomly selected at runtime.

This increases the protection level, since the same data is not always queried. Because only
one sequence is used at runtime, starting the protected applications is faster than the process
of encryption.

Using the Windows Explorer please switch to the directory where you copied the protected
application and start the application. Since no license for FIRM CoDE 5010 und PRoDUCT CODE
13 so far exist on the PC, you will see the following error message.

Figure 14: User message "Starting without license"
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CodeMeterAct demo license

In addition to the both CodeMeterAct license files (“CmActFI-5010.wbb” and “CmActFirm-
5010.wbc”), you received another file, i.e. “CodeMeterActDemoLicense.WibuCmRaU”. In order
to import this file, drag&drop it into the CodeMeter Control Center.

This is an activation file holding a CodeMeterAct license with FIRM CobE 5010, PRODUCT CODE
13 and a UsAGE PERIOD of 30 days. After importing this file, a virtual CmStick with the serial
number “127-2018100000” and the name “CodeMeterAct Demo License” is displayed in the
CodeMeter Control Center.

Figure 15: CodeMeterAct demo license

If you are asking yourself, “why you were able to simply import the license without activation”?
Here is the answer: This license uses the binding scheme “none”, and thus, can be delivered
with a pre-activated status. The license is valid for 30 days after initial start, and can be
imported only once to a PC. Therefore this scheme is especially designed to be used when you
want to ship demo versions, which you want to run without prior activation.

PLEASE NOTE that you will lack certain feedback and specific customer contact information
when using a pre-activated license file. From a sales and marketing view, customer contact
information and feedback is favoured. In this case you can create a customer specific,
customized license file.

CodeMeter WebAdmin (starting from within CodeMeter Control Center) allows you to view
information on this demo license in greater detail.
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Figure 16: CodeMeter WebAdmin - CodeMeterAct demo license before first start

As long as this license has not been used, the starting time holds the value “n/a” (not available).

Now restart the protected application. Instead of the “license does not exist” error message, you
now see a message that the license will expire in 29 days. Strictly speaking the expiration is in
29 days, 23 hours, 59 minutes and some seconds, since the license is now used for the first
time. As each day of the demo period is used, the message will display a decrementing number.

Figure 17: User message "Time-limited license”
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CodeMeter WebAdmin also displays the information that the starting time has been added to
the license. The license expires in 30 days, and then cannot be used any longer.

Figure 18: CodeMeter WebAdmin - CodeMeterAct demo license after first start

The moment the license is allocated CodeMeter WebAdmin on the page “Server” displays when
the license was first accessed, and which client is currently using the license.

Figure 19: CodeMeter WebAdmin - allocated CodeMeterAct license
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The overview page also displays the total number of allocated and available licenses.
CodeMeter WebAdmin, as a tool, is available on the customer PC.

Figure 20: CodeMeter WebAdmin — Overview available and allocated licenses
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Creating your own CodeMeterAct licenses

4.1 The principle of activation

When using CodeMeterAct the license file is bound to a PC and has to be activated. The
activation takes place via file transfer. This can happen either manually, e.g. via e-malil, or
automatically, e.g. via SOAP using a web service. This document explains the manual
activation.

Figure 21: Principle of activation

In order to bind a CodeMeterAct license to a PC the following steps need to be accomplished:

You define the binding scheme. For example, “bind to hard disk serial number”. This is
done in the license information file.

Using the license information file your customer creates a license request file holding the
relevant PC data for the binding scheme. In our example, this is an identification of the
hard disk serial number.

You create a license update file for this customer. This file holds the license. The license
is encrypted with the data from the binding information, and is installable and usable only
on the matching PC.

Your customer imports the license update file. The customer then owns the license and is
able to start the software.

4.2 Creating the license information file

First of all, you define a binding scheme. For that, you create the license information file using
the command line tool: CmBoxPgm.
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Specify the FIRM CoODE (in this case 5010, i.e. the public test code for CodeMeterAct).

Specify a PRobucT CODE. Since we already used PRobucT CobDE 13 in the CodeMeterAct demo
license, we will use here a PRoDUCT CoDE of 14. We need the PRobucT CODE only to
differentiate whether a “no license” or a “not-activated license” exists on the customer PC. That
is, calling the software with 5010:14 returns error code 200 in case no license file with PRobuCT
CoDE 14 exists, but code 261 when a license information file exists. In the latter case, you are
able to directly start an online activation.

Specify the file name of the license information file (in our example below: “TemplateDisc.wbb”).

Specify the product name of the license information file (in our example below: “Empty virtual
CmsStick”). This name will display in the CodeMeter Control Center instead of the name of the
CmStick.

Specify a Product-ID (in our example 0001). This allows you to identify the matching license
information file with the Core API.

Select the binding scheme. It holds information on hard disk, network, bios and CPU, and states
how many of the characteristics have to remain unchanged. In case of not permitted changes a
reactivation is required. For information in greater detail and on further binding schemes (none,
serial ...) see the Whitepaper “Scalable Software Protection”. In our example, we use “D:1",
which means “bind only to hard disk” , and this property is not allowed to change.

Specify for which operating systems this license information file is to be used. You can specify
either operating system families (Linux, Mac OS and Windows), or single special versions (e.g.
Windows XP). In our example, we create a license information file to be used under Windows.

CmBoxPgm /f5010 /p14 /ca /lif:"TemplateDisc.wbb"
/lpn:"Empty virtual CmsStick" /Ipid:0001 /Ifs:D:1 /I os:win

Command line 1: Creating license information file

The license information file “TemplateDisc.wbb” you just created, can now be delivered to your
customer. You can deliver it by either integrating it automatically into your installation program,
or by sending it to your customer by e-mail. When using the installation program, you may
automatically register the file with the CodeMeter Runtime Server.

If you send it by e-mail, the customer imports the file by drag and dropping it into CodeMeter
Control Center. Alternatively, the license information file is imported via the CodeMeter Control
Center menu item “File | Import License ...”
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Now the license information file displays as a deactivated virtual CmStick in the CodeMeter
Control Center.

Figure 22: License information file in ~ CodeMeter Control Center

The empty virtual CmStick has a temporary serial number. CodeMeter WebAdmin also displays
the information of which licenses are held by the virtual CmStick. In the example, this is the
license 5010:14. However, this license is still deactivated.

“Deactivated” means that the cryptographic keys do not exist. This makes the license
information file useless for the hacker.

Figure 23: Deactivated license in a license informa  tion file
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4.3 Creating the license request file (at the custo  mer)

Using the CodeMeter Core API you are able to create a license request file from within your
software or user message DLL. The file is created from the license information file, and
additionally holds binding information of the customer’s PC.

Of course the customer is also able to manually create the license request file on his own using
the CodeMeter Control Center. This is analogous to the creation of a license request file for a
CmStick (see 1.2 FSB activation).

Please select the virtual CmStick you wish to activate in the CodeMeter Control Center, and
then click on “Activate License”.

Figure 24: Selecting virtual CmStick in the CodeMeter Control Center

Figure 25: CmFAS — Welcome dialog for CodeMeterAct

Please select “Create license request”.
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Figure 26: CmFAS — Extending existing license

Please specify where to save your license request file. Normally, the customer now will send
this file to you by e-mail.

Figure 27: CmFAS - Selecting file name of license request file

In contrast to creating a license request file for a CmStick, the analogous procedure for
CodeMeterAct comprises fewer dialogs. This is because that in case of CodeMeterAct there is
only one FIRMCODE per license file (and thus one license file per producer). Remember that
several producers may share one CmStick.
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4.4 Creating the license update file

From the license request file you received, you can now create the license update file which will
activate the license on your customer’s PC. The licence update file holds the keys for the
license. Those are encrypted for the binding information on the customer’'s PC, and thus are
decryptable and usable only on this PC.

The again use CmBoxPgm to create the license update file. Alternatively, you will also be able
to use the CodeMeter License Central tool, which will be available in the first quarter of 2009.
For greater details see the Developer Guide.

For the most part, the CmBoxPgm parameters and options are identical to the ones used to
produce the license information file. Some parameters must be identical. They are: FIRM CODE
(/f...), Product-ID (/Ipid:... ), binding scheme (/Ifs:... ), and operating systems (/los:... ).

FIRM ITEM TEXT (/ft:... ) and the name of the virtual CmStick (/lpn:... ) may be changed. With
Nlaf:...  you specify the license request file, and separated by comma, the name of the license
update file you wish to create.

You may add or change any license entries and their respective properties. In the example for
ProbucT CoDE 14, only PRoODUCT ITEM TEXT has been supplemented, and LICENSE QUANTITY
has been set to 1. LICENSE QUANTITY stands for the number of simultaneous use of licenses,
especially as floating license in the network. Here is the syntax for the command line:

CmBoxPgm /f5010 /ft:"CodeMeterAct Demo Firm Item" / Cu
Ip14 Ipt:"My first CodeMeterAct license" /plgl /ca
/laf:"LicenseRequest.WibuCmRaC","Activation.WibuCmR au"
/lpn:"My first license" /Ipid:0001 /Ifs:D:1 /los:wi n

Command line 2: Creating a license update file with ProbucTt CobE 14

However, you might also add, for example, a time limit of 30 days from initial start (/pup:30 ), or
a UNIT COuNTER with 10 units for decrementing (/pucal0 ). Please optionally insert both before
the /ca option.

CmBoxPgm /f5010 /ft:"CodeMeterAct Demo Firm Item" / Cu

/p14 Ipt:"My first CodeMeterAct license" /pup:30 /p uca30 /plgl /ca
/laf:"LicenseRequest.WibuCmRacC","Activation.WibuCmR au"

/lpn:"My first license" /Ipid:0001 /Ifs:D:1 /los:wi n

Command line 3: Creating a license update file with ProbucT CopE 14 and further options

In case you want to add an additional PRobucT CoODE at the same time, then simply duplicate
the data from /p... to /ca .

CmBoxPgm /f5010 /ft:"CodeMeterAct Demo Firm Item" / Cu
/p14 /pt:"My first CodeMeterAct license" /plgl /ca

/p15 /pt:"My second CodeMeterAct license” /plgl /ca
/laf:"LicenseRequest.WibuCmRaC","Activation.WibuCmR au"
/lpn:"My first license" /Ipid:0001 /Ifs:D:1 /los:wi n

Command line 4: Creating a license update file with ProbucT CopEs 14 and 15
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4.5 Importing the license (at the customer’s PC)

Analogous to creating the license request file, the license update file may be imported either
using the CodeMeter Core API, or the CodeMeter Control Center.

The customer selects the CmStick, then clicks “License Update” and afterwards “Next >”" in the
CmFAS Assistant “Welcome Dialog”. (See Figure ?7?).

The customer should next select “Import license update”. (See Figure 28)

Figure 28: CmFAS — Import license update

The customer selects the name of the license update file he/she wants to import in the next
dialog.

Figure 29: CmFAS - Entering file name of license update file

The customer then clicks on “Commit”, and the license update file is imported.
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After the successful importation of the license update file, the customer will have activated the
license 5010:14 in his/her virtual CmStick “My first license”. The CodeMeter Control Center
displays this information as an activated new virtual CmsStick.

Figure 30: CodeMeter Control Center with activated virtual CmStick

CodeMeter WebAdmin allows the customer to easily check the defined license options.

Figure 31: License 5010:14 and 15 in CodeMeter WebAdmin

By the way, LICENSE QUANTITY = 1 means that this is a floating license in the network.
CodeMeterAct also allows you to create network licenses. When creating the license update file
in CmBoxPgm specify option /plg5 to create a network license for 5 instances. Optionally, you
are also able to set LICENSE QUANTITY to 0. When it is set to 0, this license is for local use only,
i.e. on the PC to which the license is bound.

Now the virtual CmStick has been assigned its final serial number. This number is created by a
counter in your FSB, and subsequently each of your customers will receive a different serial
number.
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Updating your own CodeMeterAct licenses

Updating (i.e. adding, editing and deleting license entries or their properties) and reactivation
(i.e. on changed binding information) takes place the same way the license was activated the
first time.

The customer creates a license request file.
You create a related license update file.
The customer imports this file, and optionally sends you back a receipt.

The command line options are analogous to the first activation of the license. Optionally, you
are able to add properties or license entries (other PRODUCT CODES).

Please note that on a license update, you cannot create the license update file on the PC to
which the license is to be bound. However, this restriction is relevant only while testing because
in practise you will create the license for your customer and not for yourself.
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Integration with the Software Protection API
(WUPI)

6.1 Introduction

With our Software Protection APl WUPI (Wibu Universal Protection Interface) we offer you a
powerful tool to individually protect your software against pirated copies.

With WUPI you are able to map the following case scenarios:
simultaneous easy use of CodeMeter (dongles) and CodeMeterAct (activation)
activation of single modules in one application
integration of license queries without concerning yourself with the basic of cryptography
continuous improvement of protection with each new release of your software
encryption of code fragments to increase the protection level
implementation of pay-per-use functionalities (decrementing a counter on defined action)
implementation of anti-debug measures
access to the license used by AxProtector.

To achieve this you integrate the WUPI functions into your software. The library
WupiEngine32.dll holds these functions. It represents a dummy DLL providing no generic
functionality.

Before you initially rollout your newly protected program, you have the additional option of using
the IxProtector tool. IxProtector is an integrated part of AxProtector.

Figure 32: Revising the software to be protected wi  th AxProtector / IxProtector
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IxProtector will execute the following steps:

substituting the dynamic library WupiEngine32.dll for a static library (this increases the
security level)

adding cryptographic queries into your software (each new version of AxProtector
includes changes and improvements. Simply re-encrypt your software with AxProtector to
improve protection. You do not have to recompile.

encryption of code fragments
implementation of the actual license options (FIRM CobE and PRODUCT CODE)

If you use IxProtector and AxProtector at the same time, the following additional steps are
executed:

encryption of the complete application

adding a period license check (runtime check)

6.2 Integration of a simple query
Integration can be demonstrated with a small Delphi application.

The application consists of a button. This button calls the function: “Function1” which we wish to
protect separately.

/I Here the actual functionality is described
procedure Functionl;
begin
ShowMessage('l am function 1);
end;

/I Here the actual functionality is called
procedure TfrmMain.btnFunction1Click(Sender: TObjec t);
begin
Functionl;
end;

Source code 1: Original application without protecti on

You can realize a simple query using WupiCheckLicense . In order to link the library
WupiEngine32.dll you have to link the unit “Wupilxapld”. Using C/C++ please use the file
wibuixap.h. For Visual Basic (6.0) we provide you a Wibulxap.bas file. For the integration using
other programming languages please contact our support (support@wibu.de or
support@wibu.us).

Now before calling the function to be protected the function WupiCheckLicense is called. The
return value of WupiCheckLicense is 1 when the license exists and 0 when the license does
not exist. In this case, we define an output error message (see source code “ShowError”).

WupiCheckLicense expects a humber parameter. This number is a placeholder for the license
options (FIRM CoDE ad PRoDUCT CODE) later replaced by IxProtector using a license list. In the
example we use the number “1”.
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uses Wupilxapld;

/I Error message output
procedure ShowError;
begin
ShowMessage(ERROR!: License does not exist!");
end;

/I Here the actual functionality is described
procedure Functionl;
begin
ShowMessage('l am function 1');
end;

/I Here the actual functionality is called
procedure TfrmMain.btnFunction1Click(Sender: TObjec t);
begin
/I Check whether the license with ID = 1 is ava ilable
if (WupiCheckLicense(1) = 1) then begin
Functionl;
end else begin
ShowError;
end;
end;

Source code 2: Integration of a simple license query
After compiling the application, the function, “Functionl” runs because the actual functionality,
i.e. the query, still has to be added by IxProtector.

For that we start AxProtector and select “IxProtector only” as the project type in tab “Advanced”.

Figure 33: Project type " IxProtector only"
In this case, AxProtector adds the functionality required for WUPI to your software but does not
additionally encrypt the complete application.

You are also able to use a Windows 32-bit application from the tab “Standard” of the project
type dialog. Then AxProtector automatically implements the WUPI functions, and also adds
encryption to the completed application. AXEngine (the AxProtector runtime) then allocates the
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respective license on start of the protected software, and thus decrypts the complete
application.

For top security please use both WUPI and automatic encryption of the complete application.
For testing reasons we keep to a project type of “IxProtector” only.

Please select the compiled application in the first input window.

Figure 34: IxProtector only — File to protect

The following input window allows you to define how to handle error messages.
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Figure 35: IxProtector only — Error messages

If you activate “Suppress IxProtector error messages”, then you can customize the error
messages in your software. If you deactivate this option, then, in the case of a failed WUPI call,
the error messages will come from AxEngine.

Please make sure that you mark the checkbox “Activate IxProtector” in the next input window.
This function sees that AxProtector replaces the WupiEngine32.dll, and adds the WUPI
functionality.

Figure 36: IxProtector only — Advanced options
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Please define the placeholders (in our case the “1”) in the next input window.

If you select a project where the complete application is encrypted, an ID = 0 displays for the
license options, the AXEngine will use this on start of the application. With the placeholder 0 you
are then able to access the license of your software used by AXEngine.

In case of an “IxProtector only” project, the placeholder is not available. This is because the
AxEngine does not use a license on start of the protected software.

Figure 37: IxProtector only - Licenselists

Please click on “Add”, to create a new placeholder.

In the dialog “Edit Licenselist” you can assign respective licenses to the placeholder ID = 1.
Note that you are able to assign several licenses to one placeholder. In this compilation, we call
Licenselist.
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Then AxEngine, from the top-down, browses the list and uses the first available license. If no
license from the list is available, the AXEngine returns an error.

Figure 38: Create licenselist 1

This feature enables you to easily create an application supporting both hardware (CodeMeter)
and machine bound activation (CodeMeterAct). Moreover, you are also able to subsequently
change that after compiling.

In our example, we define ID = 1 as a Licenselist including CodeMeter with 10:16 and
CodeMeterAct with 5010:16.

Please confirm the dialog by clicking on ,,Ok*".

Now you reach the input window “IxProtector”. Skip this dialog in our example, and click on
“Finish” in the final input window.

Afterwards, start the protected application. Because neither the license CodeMeter 10:16, nor
the CodeMeterAct 5010:16 exist, calling the function returns an error. In our Delphi example,
this corresponds to our MessageBox.

Figure 39: Error message

Now create one or both feasible licenses (10:16 or 5010:16) and restart the function. Once the
license exists the function runs.
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6.3 Encryption of code fragments

You obtain more security, however, when replacing a simple query by decryption of functions at
runtime.

For this purpose, we change our source code as follows:

Before calling function “Function1” we decrypt the function using WupiDecryptCode .
Again the placeholder (“1") is used. After calling the protected function we re-encrypt the
function with WupiEncryptCode .

In order to facilitate AxProtector to find the function “Function1”, you have to export the
function. Then AxProtector finds the function via the export table.

AxProtector of course deletes the function from the export table after encrypting the matching
code fragment.

uses Wupilxapld;

/I Error output
procedure ShowError;
begin
ShowMessage('ERROR: License does not exist!");
end;

/I Here the actual functionality is described
procedure Functionl;
begin
ShowMessage('l am Function 1');
end;

/I Here the actual functionality is called
procedure TfrmMain.btnFunction1Click(Sender: TObjec t);
begin
/I Decryption of function with ID =1
if (WupiDecryptCode(1) = 1) then begin
/I Call of the decrypted function
Functionl;
/I Re-encrypt
WupiEncryptCode(1);
end else begin
ShowError;
end;
end;

/I Export so AxProtector can find the function
exports
Functionl;

Source code 3: Encryption of code fragments
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To control whether the function “Functionl” was actually exported we take a look in
“Dependency Walker” (a freeware tool to download). Next to the declaration of function,
“Function1” as export, Dependency Walker also informs us that the protected application
imported the library WupiEngine32.dll

Figure 40: Dependency Walker — Exported function "Fu  nctionl1", import of WupiEngine32.dll

After compiling we again switch back to AxProtector.

Resume the settings from the previous project, and switch to the input window “Advanced
Options | IxProtector”. Please click on the button “Add”.

Please specify in the dialog “Add function” the name of the function to be protected in the exact
way it was exported.

Please specify the length of the function. AxProtector disassembles your application and
automatically detects the length of the function. If you specify 100% as the length, the function
is completely encrypted. If you specify a number without the “%” character, AxProtector exactly
encrypts the number of bytes. Please note that when specifying the exact number of bytes, the
function may not be shorter.

Here you also define the placeholder (ID = 1). Please note that there are IDs for Licencelists
and for functions. Using WupiCheckLicense a Licenselist is expected as placeholder, in case
of WupiDecryptCode a function. A complete list of the parameters for all WUPI functions is
available in the Online Help.

Please finally assign the function “Functionl” to Licenselist “1”. Here you will specify the FIRM
CoDE(s) and PrRoDUCT CODE(s) used for encrypting the function.

Figure 41: Add function

Please confirm the dialog with “OK”. The IxProtector input window should display as follows.
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Figure 42: Function encryption with  IxProtector

Now encrypt the application and start it.

If the matching license exists, then firstly the function, “Functionl1” is decrypted, then executed,
and finally re-encrypted.

Figure 43: Function ,Function1” works
For sophisticated software protection you should repeat this for many functions in many
different locations in your application.

Note that you are also able to assign separate Licenselists to those different functions. This is
the way to realize module software protection.

If you only want to improve security without using additional modules, then simply apply the
Licenselist “0". AxProtector defined this Licenselist for encryption of the complete application,
and you are able to jointly use it with WUPI.
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6.3.1 Looking behind the scenes — encryption in det  ail

Using a hex editor you are able to check what has been encrypted.

Figure 44: Encrypted functions in a common hex edito r
Of course, a hacker is not able to perform this comparison:
He does not have the non-encrypted application.

If you additionally wrapped your application with AxProtector, then the rest of your
application is encrypted, and thus different from your non-encrypted original.

The exported function “Function1” has been deleted from the export table, and thus gives
no hint regarding the encrypted function.

Since the function “Functionl” is quite small and clear, only minimal code is encrypted. The
original starts with B8 xx xx xx xX. The value xx xx xx Xx is written to register EAX. This value is
an addressable to be relocated by the Windows loader, i.e. on loading the application, Windows
changes the address, if the application is loaded using a different start address. This primarily
happens with dynamic link libraries (dlls). This is the reason, why this location is exempt from
encryption.

The next command E8 xx xx xx xx calls the MessageBox function. The final command C3 is the
return triggering the end of function “Function1”. The function has an exact byte length of 11.
The binary comparison shows that all not-relocated positions (7 bytes) of function “Functionl”
are encrypted.
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A look in Dependency Walker shows that the function “Functionl1” is no longer part of the export
table. Also AxProtector deleted the link to the library WupiEngine32.dll. Instead of the DLL, now
the linked static library is used.

Figure 44: Dependency Walker — Protected application

6.4 Additional Options

Next to simple queries and encryption of code fragments, WUPI also provides you with further
useful functions. For more details, see the Developer Guide and the Online Help of the Software
Protection API.

License management:
WupiAllocateLicense
WupiCheckLicense
WupiFreeLicense

Information query:

WupiQuerylinfo

Funcions to encrypt code fragments:
WupiDecryptCode
WupiEncryptCode

Debugger-Check from AxProtector:
WupiCheckDebugger

Decrementing unit counters:
WupiDecreaseUnitCounter

Transfer to CodeMeter Core API:

WupiGetHandle
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CodeMeter Core API for special cases

AxProtector and WUPI (including encryption of code fragments by IxProtector) allow you to
realize secure software protection. You only need to use The CodeMeter Core API in
exceptional cases.

The Core API is almost identical for CodeMeter and CodeMeterAct. You only use a different
FIRm CoDE for CodeMeterAct than for CodeMeter. Since the FIRM CODE becomes part of the
encryption, it is evident that CodeMeter and CodeMeterAct encryption is not compatible. That
means, if you want to support both protection systems, and to save data (or code fragments)
encrypted in the software, you have to do it twice: once for CodeMeter and once for
CodeMeterAct. Depending on the license found at runtime, the respective encrypted data is
used. And exactly this management is automatically provided by WUPI.

For example, using the Core API makes sense when reading out additional information (e.g.
ProbuCT ITEM TEXT) from the license. Then using WupiGetHandle you take a handle to be
used with the Core API, and read out the text using CmGetinfo .

For more details on using the Core API see the Developer Guide and the Online Help.
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